~ UBND TINH KON TUM CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap — Tu do — Hanh phic

$6:1926 ISTTTT-BCVT&CNTT Kon Tum, ngay 26 thang 70 nam 2027

V/v 16 hong bao mat anh huéng cao
va nghi€ém trong trong cac san pham
Microsoft

Kinh gui:
- Céc s¢, ban, nganh thudc tin,h;
- UBND céc huyén, thanh pho.

Can ctr Van ban sd 1411/CATTT-NCSC ngay 14 thang 10 ndm 2021 cta
Cuc An toan thong tin - Bo Thong tin va Truyén thong vé viéc 10 hong bao mat anh
hudng cao va nghiém trong trong cac san pham Microsoft.

Vira qua, Microsoft dd phat hanh danh sach ban va thang 10 véi 78 16 hong
bao mat trong cic san pham cua minh. Ban phat hanh thang nay dic biét dang chi
¥ cac 16 hong bao mat sau c6 kha ning anh hudng rong 10n t6i cac hé thong thong
tin trén dia ban tinh:

-L3 hong bao mat CVE-2021- 40486 trong Microsoft Word: L5 hong co diém
CVSS: 7.8 (cao) cho phep dbi tuong tan cong thyc thi ma tir xa ma khong can xac
thuc, tir d6 ¢ thé hoan toan chiém quyén truy cap hé thong muc tiéu.

-05 16 hong bao mat (CVE-2021-40471, CVE-2021-40473, CVE-2021-
40474, CVE-2021-40479, CVE-2021-40485) trong Microsoft Excel: c6 di€m
CVSS: 7.8 (cao), cho phép doi tuong tan cong thuc thi ma tir xa.

7 -L3 hong bao mat CVE-2021-36970 trong Windows Print Spooler: L3 hong
c6 diém CVSS: 8.8 (cao) cho phép doi tuong tan cong thuc hién tan cong gid mao.

Nham dam bao an toan thong tin cho cac hé thong thong tin, S& Thong tin
va Truyén thong khuyén nghi cac co quan, don vi, dia phuong thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung h¢ djéu hanh Windows’cé kha
nang bi anh huong. Thyc hién cap nhat ban va kip thoi dé tranh nguy co bi tan cong
(chi tiet tham khao hudng dan tai Phu luc Van ban s6 1411/CATTT-NCSC cua
Cuc An toan thong tin, giri kém theo Van ban nay).

2. Tang cudng giam sat va san sang phuong an xtr 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh bao
clia cac co quan chirc ning va cac to chic 10n vé an toan thong tin dé phat hién kip



thoi cac nguy co tan cong mang.
3. Bao c4o két qua thyc hién giri vé S¢ Théng tin va Truyén thong chdm nhat
ngay 19/11/2021 dé tong hop.

Tran trong./.

Noi nhén: GIAM POC
- Nhu trén;
-Luu: VT, BCVT&CNTT.
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