
GIAM B6C Sd TAI NGUYEN VA MOI TRlTOfNG KON TUM

^   Can cii Chi thj sd 897/CT-TTg ngay 10/6/2011 ciia Thii tudng Chinh phu
ve viec tang cudmg trien khai cac hoat dpng dam bao an toan thong tin sd;

Can cii Thong tu sd 23/2011/TT-BTTTT ngay 11/8/2011 ciia Bd Thong tin va
Truyen thong quy djnh ve viec quan ly, van hanh, su dung va dam bao an toan thong
tin tren Mang truyen sd lieu chuyen dung ciia cac co quan Dang va Nha nude;

Can cu Quyet djnh sd 05/2016/QD-UBND ngay 05/02/2016 ciia Uy ban
nhan dan tinh Kon Turn ve viec ban hanh Quy djnh chuc nang, nhiem vu, quydn

han va co cau to chuc ciia Sd Tai nguyen va Mdi trudng tinh Kon Turn;

Can cu QuySt djnh sd 24/2016/QD-UBND ngay 17/06/2016 Uy ban tMn
dan tinh Kon Turn Ve viec Ban hanh Quy chg dam bao an toan, an ninh thong tin
trong hoat dpng ling dung cong nghe thong tin ciia cac co quan nha nude tren dia
ban tinh Kon Turn;

Can cu K< hoach sd 2300/KH-UBND ngay 22/09/2016 ciia ciia Uy ban
nhan dan tinh Kon Turn ve ling dung CNTT trong hotit dpng ciia cac co quan nha
nude tinh Kon Turn giai doan 2016-2020;

Xet de nghj ciia Chanh Van phdng Sd va Giam ddc Trung tam Cong nghe
thong thi Tai nguyen va Mdi trudng,

QUYET BINH:
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Bieu 2. Quydt djnh nay co hieu luc ke tu ngay ky.
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UBND TINH KON TUMCONG HOA XA HQI CHU NGHIA Vl^T NAM
Sd TAI NGUYEN VA MOI TRlTQfNGDoc lap - Tir do - Hanh phuc

QUY CHE
Ham bao an toan thong tin trong quan ly, van hanh va khai thac

cac he thong thong tin tren moi truong mang
tai So Tai n^uyen va Moi trirong tinh Kon Turn

(Ban hanh kern theo Quyit dinh sd 2^0 /QD-STNMT ngdy^^thdng^Ondm
2016 ciia So Tai nguyen va Moi truong tinh Kon Turn)

Chirong I

QUY DJNH CHUNG
Dieu 1. Pham vi, doi tuong ap dung

Quy ch6 nay quy dinh ve cong tac dam bao an toan thong tin trong quan ly,
v|n hanh va khai thac cac he thong thong tin tai So Tai nguyen va Moi truong, bao
gom cac phong, don vi true thupc; cong chuc, vien chiic, nguoi lao dong thupc So va
cac d6i tucmg tham gia van hanh, khai thac cac he thong thong tin.

Dieu 2. Giai thich tir ngw

Trong Quy che nay, cac tu ngu duoi day dupe hieu nhu sau:

1.An toan thong tin la su bao ve thong tin va he thong thong tin tranh bi
truy cap, su dung, tiet 16, gian doan, sua doi, xam hai hoac pha hoai trai phep
nham bao dam tinh nguyen ven, tinh bao mat, tinh san sang va tinh kha dung cua
thong tin.

2.He thong thong tin la tap hop cac thiet bi vien thong, cong nghe thong tin
bao gom phan cung, phan mem va co so du lieu phuc vu cho hoat dpng luu tru,
xu ly, truyen dua, chia se, trao doi, cung cap va su dung thong tin.

3.Mang truyen so lieu chuyen dung cua Uy ban nhan dan tinh, mang truyen
dan toe do cao, su dung phuong thiic chuyen mach nhan da giao thuc tren nen
giao thuc lien mang (IP/MPLS) su dung rieng trong hoat dong ling dung cong
nghe thong tin cua cac co quan Dang, Nha nuoc do co quan vien thong xay dung,
quan ly, van hanh lap dat tai So Tai nguyen va Moi truong (sau day goi la Mang
chuyen dung).

4.Can bp chuyen trach cong nghe thong tin dupe hieu la can bp dupe giao
nhiem vu hoac giao kiem nhiem de giup lanh dao ve cong tac cong nghe thong tin
cua So hoac don vi thupc So.

5.To chuyen trach ung dung cong nghe thong tin cua So gom cac thanh
vien sau: Chanh van phdng-To truong; Giam doc Trung tam Cong nghe thong tin
Tai nguyen va Moi truong-T6 pho; dai dien cac phong, don vi thupc So; can bp
chuyen trach cong nghe thong tin cua So va can bp chuyen trach cong nghe thong
tin ciia Trung tam Cong nghe thong tin Tai nguyen va Moi truong.



Chuwng II
c6ng tac dam bao an toan thong tin

Dieu 3. Cac bien phap quan ly nham dam bao an toan thong tin

1.Trudng cac phong, don vi thuoc Sd co trach nhiem thudng xuyen phd
bien, hudng dan, cap nhat, quan triet day dii cac quy dinh phap luat, cac van ban
chi dao, hudng dan ve an toan thong tin, cong tac dam bao an toan thong tin den
tung cong chuc, vien chuc, ngudi lao ddng thuoc phong, don vi minh; cac doi tupng
can thiet khi cap quyen truy cap va su dung he thong thong tin.

2.Can bp chuydn trach ve cong nghe thong tin ciia mbi don vi thuoc So

dam nhan chuyen trach ve cong tac an toan thong tin trong ca quan; tham muu
giiip lanh dao ca quan ban hanh ke hoach, quy chd npi bp dam bao an toan thong

tin, dam bao bi mat nha nude va trien khai cac bien phap nham dam bao an toan

thong tin trong dan vi; thudng xuyen giam sat tat ca cac truy cap (bao gom ca truy
cap dac quyen); ki^m tra, danh gia, bao cao tinh hinh, cac nguy ca, mure dp mat an
toan thong tin co the xay ra va cac bien phap phong ngrra, ngan chan, khac phuc

kip thai nham dam bao miic dp an toan cao nhat cho he thong thong tin cua ca

quan.

3.Can bp chuyen trach v6 cong nghe thong tin cua moi dan vi thuoc Sd

phai quan ly chat che moi tai khoan trong he thong thong tin, bat dau tu khau tao

moi, kich hoat, cap phat, thu hoi, sira doi tai khoan, doi m^t khau, vo hieu hoa,

loai bo cac tai khoan cho den vi  ̂c cap va sua doi quyen truy cap, dong thai dam

bao kiem tra tinh trang hoat dpng ciia moi tai khoan it nhat mot Ian trong nam.

4.Doi vai cong chiic, vien chute, ngudi lao dpng da nghi viec hoac chuyen

dan vi cong tac, phai thu hoi, vo hieu hoa quyen truy cap hoac loai bo tai khoan
khdi he thdng thong tin ngay sau khi ban giao cong viec, song vln dam bao kha

nang truy cap vao cac ho sa cong viec co lien quan tdi tai khoan cua ngudi do.

5.Cac to chute va ca nhan khong phai la phong, dan vi va cong chiic, vien

chiic, ngudi lao dpng thuoc Sd khi tham gia khai thac he thdng thdng tin cua Sd
deu phai tuan thu cac quy dinh ve dam bao an toan thdng tin tai quy che nay.

6.To chuyen trach ling dpng cong nghe thdng tin ciia Sd dam nhan trach

nhiem quan ly ve an toan thdng tin tai Sd; trinh phe duyet ke hoach ve cong tac
dam bao an toan thdng tin hang nam va ngudn luc de thuc hien ke hoach do; phdi

hap vdi cac phdng, dan vi thuoc Sd va cac ca quan lien quan de thuc hien cac

nhiem vu ve dam bao an toan thdng tin theo quy dinh ciia phap luat.

Dieu 4. Cac bien phap ky thuat dam bao an toan thdng tin

1. He thdng thdng tin tai Sd Tai nguyen va Mdi trudng dupe ap dung cac
bien phap dang nhap trudc khi truy cap, co ca che gidi han sd Ian dang nhap sai

lien tiep.



2.He thong thong tin tai So co tinh nang tur dpng ghi nhan dupe lich su qua

trinh dang nhap he thong, cac thao tac cau hinh he thong, qua trinh truy xuat he

thong vao cac thong tin lien quan den an toan thong tin.

3.He thong thong tin tai So phai co co che sao luu, phuc h6i du lieu 6 muc

nguoi dung va muc he thong; dir lieu sao luu phai duoc quan ly chat che, an toan,

dupe kiem tra thucmg xuyen de dam bao tinh san sang va toan ven du lieu.

4.Ha tang ky thuat cua he thong thong tin tai So phai dupe trang bi du, dat

yeu cau ky thuat, dam bao van hanh lien tuc, co kha nang kiem soat, phat hien va

ngan chan cac truy cap trai phep, cac loai tan cong tvr ben ngoai; cai dat cac phan

mem phong chong virus, thu rac, chong ma doc cho thiet bi dau cuoi nhu may

tram, may chu.

5.Phai tuan thu day du cac quy dinh, cac yeu cau ky thuat an toan ve dien,

chong set; co bien phap bao ve, du phong; co ke hoach phong chong cac nguy co

do mat cap, chay no, lu lut,.. .va khoi phuc he thong neu co su co xay ra.

Dicu 5. Cac bien phap nghiep vu dam bao an toan thong tin

1.Doi voi cac phong, don vi true thupc:

a)Cong tac dam bao an toan thong tin phai tuan thu tieu chuan, quy chuan

ky thuat an toan thong tin va la yeu cau bat bupc d6i voi cac du an dau tu tir khau

thiet ke, thi cong, van hanh den viec nang cap, thay the, huy bo cac he thong

thong tin.

b)Khong su dirng may tinh co ket noi mpng Internet de danh may, in, luu

tru tai lieu mat. Mpi thong tin thupc bi mat nha nuoc khi luu tru va truyen di tren

moi trubng mang phai dupe ma hoa va quan ly theo quy dinh cua phap luat ve co

yeu, khuyen khich ting dung, su dung chu1 ky so trong giao dich dien tir.

c)Khi mua sam, tiep nhan thiet bi cong nghe thong tin moi phai tien hanh

kiem tra nham phat hien cac "chip dien tir" dupe gan trai phep trong thiet bi.

d)Viec thanh ly, tieu huy cac thiet bi, phan mem, vat mang thong tin cua

cac phong, don vi thupc So phai dam bao yeu cau khong de 16, lot thong tin nha

nuoc; phai co quy trinh cu the va phai luu giu ho so, bien ban thanh ly, tieu huy.

2.D6i voi can bp chuyen trach ve cong tac an toan thong tin:

a)Tham muu trien khai, thuc hien cac npi dung cua Dieu 3, Dieu 4 Quy

ch6 nay.

b)Kiem tra cdu hinh va thuirng xuyen cap nhat c^u hinh chuin cho cac
thanh phan cua he thong thong tin; thiet lap cau hinh mot each chat che nMt dam

bao miic an toan thong tin cao nhat cho he thong, song van dam bao tinh san sang

va hoat dpng lien tuc.



c)Thiet lap, quan ly va thuang xuyen thay doi mat khau cho cac thanh phan

ciia he thong thong tin trong co quan nhimg khdng lam xao tron hoat dong thuang

xuydn cua nguai dung; nhac nhd nguai dung phai dinh ky thay doi mat khau truy

cap cua minh.

d)Quan ly dinh danh doi vdi tat ca nguai dung tham gia khai thic he thong
thong tin; dinh ky sao luu du lieu trong he thong thong tin cua ca quan; dam bao

tinh san sang va toan ven du lieu.

d)Thuang xuyen kiem tra, sao luu nhat ky cua he thong thong tin, dd luu

vet, theo doi va xac dinh nhung su kien da xay ra trong he thong.

e)Ap dung bien phap quan ly va ky thuat phu hap vdi tieu chuan, quy
chuan ky thuat ve an toan thong tin de phong, chdng nguy ca va khac phuc su co

an toan thong tin.

3. Doi vai cdng chuc, vien chhc va nguai lao dong thuoc Scr:

a)Thucmg xuyen cap nhat nhimg chinh sach, cac tieu chuan, quy chuan ky

thuat ve an toan thong tin, tuan thu huong dan ve an toan thong tin thuoc pham vi

ca nhan quan ly, dong thai co trach nhiem bao ve an toan thong tin chung theo

quy dinh.

b)Han che viec su dring chuc nang chia se diS lieu (sharing), khi srr dimg

chuc nang nay can bat thuoc tinh bao mat bang mat khau va (hue hien viec thu hoi

chuc nang sharing khi da su dung xong.

c)Bat mat khau truy cap vao may tinh duac cap cho minh su dung, dong

thai thiet lap che do bao ve man hinh (screen saver) co su dimg mat khau bao ve

sau mot khoang thai gian nhat dinh khong sir dung may tinh; sii dung cac thiet bi

luu tru an toan, dung each de phong ngira virus, cac phan mem gian diep xam

nhap vao may tinh.

d)Bao ve, quan ly tai khoan duac giao de dang nhap vao cac he thong

thong tin, dinh ky it nhat 1 thing thay doi mat khau mot Ian, dam bao mat khau du

manh gom cac ky tu so, chu va cac ky tu dac biet; thuang xuyen luu tru, sao luu du

lieu cua ca nhan dam bao cac yeu cau ve an toan thong tin.

d)Chi sii dung he thong thu dien tii, he thong quan ly van ban va dieu hanh

tic nghiep true tuyen, cong/trang thong tin dien tit, cac he thong thong tin khic ciia

ca quan Nha nuac de gui, nhan, dang tai van bin dien tu trong hoat dong cua So Tai

nguyen va Moi truang Kon Turn.

e)Phai thuc hien quet virus trudc khi mo cic tap tin dinh kem theo thu dien

tic, khong md cic thu dien tur khi chua ro ngudi gui hoac tap tin dinh kem co

ngudn gdc khong ro rang de trinh virus, phan mem giin diep xam nhap vao miy

tinh, canh giic cao dp doi vdi thu ric, thu khong ro ngudn gdc.



Dieu 6. Gam bao an toan thong tin tren mang truyen so lieu chuyen dung

1.Cac phong, dan vi thupc So co su dung Mang chuyen dung, ap dpng cac

bien phap ky thuat can thiet de bao dam an toan thong tin tren mang chuyen dung,

bao gdm:

a)Co cac bien phap bao ve nham ngan chan viec tray cap trai phep vao

mang chuyen dung.

b)Khdng t^ thay doi ket noi, thong so thiet lap mang cua cac thiet bi lien
quan den mang chuyen dung khong thupc tham quyen, gay xung dot tai nguyen,

anh hudng den viec van hanh he thong mang chuyen dung.

c)Tuan thu day du cac quy dinh ve an toan thong tin, cac yeu cau ky thuat

an toan ve su dung dien; phong chdng set, phong chdng hoa hoan, thien tai.

d)Phoi hop chat che voi diem dang ky dich vu (co quan vien thong), voi
Sd Thong tin va Truyen thong de ap dimg cac bien phap can thi^t bao dam an toan

thong tin tren mpng chuyen dung va khac phuc su co lien quan den hoat dpng dieu
hanh cua co quan.

d) Phan tich ket noi Internet (khong qua Mang chuyen dung) cua co quan
voi mang chuyen dung de bao dam khong lam gia tang nguy co mat an toan thong

tin doi voi mang chuyen dung.

2.Phai thudng xuyen tien hanh kiem tra, danh gia v^ muc dp an toan thong

tin tren mang chuyen dung tai don vi minh. Quy trinh kiem tra, danh gia phai dap

ling cac yeu cfiu sau day:

a)Tuan thu theo quy dinh cua phap luat ve an toan thong tin.

b)Kiem tra va danh gia hoat dpng cua he thong tudng lua, bp tap trung

ngudi dung mang rieng ao (neu co), dai dia chi IP va he thong ten mien cua co quan.

c)Kiem dinh ha tang ky thuat dupe thiet lap tai co quan co kdt ndi voi
mang chuyen dung phu hop vdi tieu chuan, quy chuan ve cdng nghe thong tin va

trayen thong va cau hinh mang chuyen dung.

3.Cac phong, don vi chu dpng xac dinh nhirng van de phat sinh, tham muu
de xuat nhirng giai phap nang clp md rpng phan mang chuyen dung thupc don vi

minh bang van ban tdi To chuyen trach ung dung cdng nghe thong tin cua Sd, cac

co quan chuc nang nham bao dam viec su dung va khai thac mang chuyen dung

co hieu qua nhat.

4.Cac phong, don vj uu tien su dung can bp chuyen trach cua minh (neu

co) de bao dam an toan mang va bao mat thong tin tren mang chuyen dung.
Trudng hop cd su co nghiem trpng vupt qua kha nang khic phuc cua phong, don



vi phai phdi hop vdi To chuyen trach ung dung cong nghe thong tin cua Sd va co

quan co chuc nang de thpc hien khac phuc su cd kip thai, nhanh chdng.

5.Hang nam cac phong, don vi de nghi xem xet, bd tri kinh phi phu hpp

cho hoat dpng bao dam an toan thong tin tren m^ng chuyen dung.

6.Cac phong, don vi cd trach nhiem quan ly va bao quan thiet bi cua mang
chuyen dung da dupe giao, tranh lam mat, lam hong, that lac thiet bj; ban hanh

quy che ndi bp ve an toan thong tin tren mang chuyen dung.

Chirong HI
TRACH NHIEM DAM BAO AN TOAN THONG TIN

Dieu 7. Trach nhiem cua cac don vi true thuoc Sd.

1.Thu tradng cac don vi thupc Sd chiu trach nhiem trade Giam doc Sd

trong cong tac dam bao an toan thong tin cua don vi minh.

2.Khi cd su cd hoac nguy co mitt an toan thong tin, kip thai ap dung mpi

bien phap tai cho, phoi hpp vdi cac td chuc, don vi lien quan de ngan chan, khac

phuc, han chd thiet hai va bao cao bang van ban vd Td chuyen trach ung dung

cong nghe thong tin cua Sd de xu ly va bao cao lanh dao Sd. Tradng hpp cd su cd

nghiem trong vupt qua kha nang khac phuc phai bao cao lanh dao Sd va phdi hpp

vdi Sd Thong tin va Trayen thong de dupe hudng dan va hd trp kip thai.

3.Phdi hpp chat che vdi Td chuyen trach ling dung cong nghe thong tin cua

Sd, Sd Thong tin va Trayen thong, Cong an tinh trong cong tac phong ngira, dau

tranh, ngan chan cac hoat dpng xam pham trai phep gay mat an toan thong tin;

phdi hpp va tao dieu kien thuan lpi cho cac co quan chuc nang tham gia khac

phuc su cd, tuan thu cac hudng dan cua cac co quan chuc nang:

4.Cac don vi thupc Sd phai phdi hpp vdi doan kidm tra ciia cac co quan
chuc nang de trien khai cong tac kiem tra, cung cap day du cac thong tin khi doan

kidm tra ve an toan thong tin yeu cau.

Dieu 8. Trach nhiem cua To chuyen trach ung dung cong nghe thong

tin cua Sd

1.Tham muu giup Giam ddc Sd trong cong tac quan ly ve cong tac dam

bao an toan thong tin trong co quan Sd Tki nguyen va Mdi tradng.

2.CM tri tham muu lanh dao Sd phdi hpp td chuc kiem tra dinh ky Mac
dot xuat khi phat hien cd diu hieu, hanh vi vi pham an toan thong tin, xu ly

nghiem cac hanh vi vi pham an toan thong tin theo quy dinh cua phap luat.

3.Huong d^n cac tieu chi va quy trinh ky thuat nham dam bao an toan thong

tin; kiem tra cong tac dam bao an toan thong tin; tham muu cu cong chuc tham
gia cac chuong trinh dao tao, bdi dudng va tuyen trayen ve an toan thong tin.



4.Huang dan cac phdng, don vi thuc hien cac bao cao ve su co mat an toan
thong tin va ket qua thuc hien cong tac dam bao an toan thong tin.

5.Tuy theo muc do su co, phoi h^p cac don vi co lien quan hudng dan xu

ly, ling ciiu cac su co mat an toan thong tin.

6.Dua noi dung dam bao an toan thong tin vao ke hoach ung dung cong
nghe thong tin hang nam cua So; du toan kinh phi de trien khai cong tac dam bao

an toan thong tin cho cac he thong thong tin cua Sd.

Dieu 9. Trach nhiem cua cac ca nhan

1.Trach nhiem cua can bo chuyen trach ve cong tac an toan thong

tin tai cac dan vi:

a)Chiu trach nhiem trien khai cac bien phap quan ly, nghiep vu, ky thuat

nhSm dam bao an toan thdng tin tai dan vi minh theo cac quy dinh cua Quy che nay va

quy dinh ve an toan thdng tin cua don vi minh.

b)Phoi hop vdi cac ca nhan, dan vi lien quan trong viec kiem tra, phat hien

va khac phuc su co mat an toan thong tin.

c)Chiu trach nhi^m tham muu chuyen mon va van hanh an toan he thong

thong tin cua don vi theo nhiem vu cua can bo chuyen trach.

2.Trach nhiem cua cong chuc, vien chwc va ngacri Iao dong thuoc Sd:

a)Nghiem chinh tuan thu cac quy dinh cua Quy che nay va cac quy dinh

noi bo cung nhu cac quy dinh khac ciia phap luat, nang cao y thuc canh giac, trach

nhiem dam bao an toan thong tin tai ca quan; khong duqc xam pham an toan

thong tin ciia to chuc, ca nhan khac.

b)Thudng xuyen cap nhat cac chinh sach, tieu chuan, quy chuan, hudng

dan dam bao an toan thong tin ciia co quan, ciia tinh, ciia cac bo nganh Trung uong.

c)Chiu trach nhiem bao dam an toan thong tin ddi vdi cac thanh phan cua

he thong thong tin thuoc tham quyen quan ly. Khi phat hien thu dien tu gia mao,

cac hanh vi xam pham an toan thong tin hoac su co mat an toan thong tin phai bao
cao ngay vdi cap tren va can bo chuyen trach dl kip thdi ngan chan, xii ly.

d)Tham gia day du cac chuong trinh pho bien, bdi dudng ve an toan thong

tin do cd quan va Sd Thdng tin va Truyen thong phoi hop td chiic (theo thanh phan
mdi).

3.Trach nhiem cua cac doi turang khac:

a) Tuan thu hudng dan, quy dinh ve an toan thdng tin khi truy cap cac he

thdng thdng tin, ddng thdi cd trach nhiem bao ve an toan thdng tin chung theo quy

dinh.



b)Co trdch nhiem bdo ve, quan ly tai khoan duqc cap tarn thai (neu co) tie

dang nhap vao cdc he thong thong tin thuc hien giao dich voi cdc ca quan qua cdc

dich vu cong true tuyen, khong giao tai khoan cho nguai khac su dung.

c)Khi phdt hien cac nguy ca mat an toan hoac hanh vi xam pham an toan

thong tin tren cac he thong thong tin bao ngay Trung tam Cong nghe thong tin Tai

nguyen va Moi truang.

Chu-ang IV

KHEN THI/CfNG, XIJ^ LY VI PHAM

Dicu 12. Khen thuong, xu ly vi pham

1.Hang nam truac ngay 25/10, Trung tam Cong nghe thong tin Tai nguyen

va Moi truang thuc hien khdo sat, danh gia ve cong tac dam bao an toan thong tin

tai cac phong, dan vi de xuat xet khen thuang cac ca nhan, dan vi theo quy dinh.

2.To chuc, cd nhan co hanh vi vi pham Quy che nay thi tuy theo tinh chat,
muc dp vi pham ma bi xit ly ky luat theo trach nhiem, xu phat hanh chinh hoac bi

truy cuu trach nhiem hinh su. Neu gay thiet hai thi phai boi thuang theo quy dinh
cua phdp luat hien hanh.

Trong qua trinh thuc hien, neu co kho khan, vuong mdc, cac phong, dan vi
bdo cdo ve Lanh dao So (qua Trung tam Cong nghe thong tin Tai nguyen va Moi
truang) de tong hap, trinh Gidm doc Sd xem xet, sira doi, bo sung cho phu


