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BQ THONG TIN VA TRUYEN THONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
Ddc l1ap — Tw do — Hanh phiic

SOJ]C /2019/TT-BTTTT Ha NGi, ngay 0§ thang f ndm 2019
CONG THONG TIN DIEN TU CHiNH PH v

NNgéy:/} Moy, THONG TU

_ - i Quy dinh Danh muc tiéu chuin bit bugc ap dung
VAN PHONG CHINH %*’u_lrr ky sb va dich vu chitng thwe chir ky s8 theo mé hinh
CONG VAN PEN ky s6 trén thiét bi di dong va ky sé tir xa
Gid .......CNgay ... e slde....
Kinh chuyéh: T@?c@nc ik Ludt giao dich dién tir ngay 29 thang 11 ndm 2005;

. Can cir Nghi dinh so 130/2018/ND-CP ngay 27 thdng 9 nam 2018 ciia
Chinh phu quy dinh chi tiét thi hanh Ludt giao dich dién tir vé chir ky 56 va
dich vu chimg thye chit ky sé;

Cdn cir Nghi dinh 56 17/2017/ND-CP ngay 17 thang 02 nam 2017 cua
Chinh phu quy dinh chitc ndng, nhiém vu, quyén han va co cdu 16 chirc ciia
B$ Théng tin va Truyén thong;

Theo @ nghi ciia Vu trucng Vu Khoa hoc va Cong nghé,

B¢ truong Bé T hong tin va Ti ruyén thong ban hanh Thong tie quy dinh
Danh muc tiéu chudn bt bugc dp dung vé chit ky 56 va dich vu chimg thuc
chit ky s6 theo mé hinh ky sé trén thiét bi di dong va ky s6 tir xa.

Piéu 1. Pham vi diéu chinh

Thong tu nay quy dinh Danh muc tiéu chuén bit budc - ap dung vé chir
ky sb va dich vu chimg thuc chir ky s6 theo mé hinh ky s trén thiét bj di
dong va ky sb tir xa (Phu luc kém theo).

Diéu 2. Di twong ap dung

Théng tu nay ap dung d6i voi t6 chiic cung cép dich vu chimg thuc chir
ky sb cong cong, t6 chirc cung cap dich vu chimg thyc chit ky s6 chuyén dung
clia co quan, to chirc duge cap giay ching nhén du diéu kién dam bao an toan
cho chit ky sé chuyén dung, t6 chtrc cung cip dich vu ching thyc chir ky 5O
nude ngoai co ching thu so dugc By Théng tin va Truyen thong cong nhén
tai Viét Nam cung cap dich vu ching thuc chit ky s6 theo m6 hinh ky 56 trén
thiét bj di dong va ky s6 tir xa; td chue, ca nhén phat trién Umg dyng str dung
chit ky sb, cung cép giai phap chit ky s6 theo mé hinh ky sé trén thiét bi di
dong va ky so tir xa.

DPiéu 3. T chire thwe hién

1. B4 Thong tin va Truyen thong ra soat, sua dbi, bd sung Danh muyc
tiéu chuan bat bude ap dung vé chit ky sb va dich vu ching thuc chit ky sb
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theo m6 hinh ky s6 trén thiét bi di déng va ky sb tir xa quy dinh tai Diéu 1
Thong tu nay phl hop v6i tinh hinh phat trién cng nghé va chinh sach quan
ly cia Nha nude.

2. Vu Khoa hoc va Cong nghé c6 trach nhiém chu tri ra soét, cép nhét
Danh muyc tiéu chuén bit bugc ap dung vé chir ky s va dich vu chimg thuc
chit ky sb theo mé hinh ky sb trén thiét bi di dong va ky s6 tir xa quy dinh tai
Piéu 1 Théng tu nay.

3. Trung tdm Chung thuc dién t quoc gia c6 trach nhiém hudng dan,
kiém tra, danh gia viéc ap dung céc tiéu chuin thuéc Danh muc tiéu chuan bit
budc ap dung vé chit ky so va dich vu chimg thuc chir ky s6 theo mé hinh ky
s6 trén thiét bi di déng va ky sb tir xa quy dinh tai Diéu 1 Théng tu nay.

Piéu 4. Didu khoan thi hanh
1. Thong tu nay c6 hidu luc thi hanh ké tir ngay 01 thang 4 nim 2020.

2. Trong truong hop c6 su khéc nhau gifta quy dinh ctia Théng tu nay
v6éi quy dinh ctia Thong tu sé 39/2017/TT- BTTTT ngay 15 thang 12 nam
2017 ban hanh Danh myc tiéu chudn k¥ thuat vé g dung cong nghé théng
tin trong co quan nha nudc vé cling mat tiéu chuan lién quan dén str dung chit
ky s6 va dich vu chimg thye chir ky s6 do céc td chirc cung cép dich vy chu’ng
thuc chir ky sb cung cip trong co quan nha nudc thi ap dung quy dinh cta
Thdng trr nay.

3. Chanh Vian phong, Vu truéng Vu Khoa hoc va Cong nghé, Giam déc
Trung tdm Chung thuc dién tt qudc gia, Thu trudng cic co quan, don vi
thudc B9, cac to chirc, c4 nhén c6 lién quan chiu trach nhiém thi hanh Théng
tu nay.

4. Trong qua trinh thyc h1en néu co kho khin, vuéng mic, Cac co
quan, t6 chirc va ca nhan phan 4nh kip thoi v& B6 Thong tin va Truyén théng

dé xem xét, giai quyét./. @

Noi nhgn: | BQ TRUONG
- Thii twéng, cadc Phé Tha twdng Chinh phi; )
- Céac B§, co quan ngang B9, co quan thuge Chinh phu;
- UBND va S& TTTT céc tinh, thanh phé truc thudc T
- Cuc Kiém tra viin ban QPPL (B4 Tu phap);

- Céng béo, Cdng thong tin dién tir Chinh phu;
- B6 TT&TT: B6 trudng va cac Thir trudng,
cac co quan, don vi thude B,
Cbng théng tin dién tor By TTTT,
- Luu: VT, KHCN (250).

guyén Manh Hung



Phu luc

DANH MUC TIEU CHUAN BAT BUQC AP DUNG VE CHU KY SO

VA DICH VU CHUNG THU'C CHU KY SO THEO MO HINH

KY SO TREN THIET BI DI PONG VA KY SO TU XA
(Ban hanh kém theo Théng tw s6 46 /2019/TT-BTTTT ngay 05 thdng 12 ndm 2019

ctia Bo truomg Bo Thong tin va Truyén thong)

S6 Loai Ky hiéu Tén day di Quy dinh
TT | tiéu chuin ti€éu chuan cia ti€u chuin ap dung
1 | Chir ky s6 va dich vu chirng thwe chir ky sé theo mé hinh ky s trén thiét
bi di dong (Mobile PKI)
1.1 | Tiéu chuin mat mi va chir ky sé
1.1.1 | Matma phi | PKCS #1 RSA Cryptography - Ap dung mot
doi ximg va Standard trong hai tiéu
chir ky s6 chuan.
- D6i v6i tiéu
chuan RSA:
Public Key Cryptography |+ Phién ban 2.1
ANSI ) ; h ,
X9.62-2005 for the Financial .Se{'vmes + Ap dung luge
Industry: The Elliptic dd RSAES-OAEP
Curve Digital Signature d& ma hos va
Algorithm (ECDSA) RSASSA-PSS @&
ky.
+ Do dai khoa t6i
thiéu la 1024 bit
- Dbi véi tigu
chudn ECDSA:
do dai khoa toi
thicu 1a 256 bit
1.12 | Matmadéi | TCVN Cong nghé thong tin - K§ | Ap dung mot
xung 7816:2007 thuit mat ma - Thuat toan trong hai tiéu
(FIPS PUB ma hoa dit liéu AES chuan
197) | (Advanced Encryption
Standard)
NIST 800- Recommendation for the
67 Triple Data Encryption
Algorithm (TDEA) Block
Cipher ’




sé Loai Ky higu Tén ddy di Quy dinh
TT | tiéu chuan tiéu chuan ciia tiéu chuan ___apdung
1.1.3 | Him bim an | FIPS PUB | Secure Hash Standard Ap dung mot
X trong cac ham
toan 180-4 ~
badm sau:
FIPS PUB SHA-3 Standard: SHA-224,
202 Permutation-Based Hash SHA-256,
and Extendable-Output SHA-384,
Functions SHA-512,
SHA-512/224,
SHA-512/256,
SHA3-224,
SHA3-256,
SHA3-384,
SHA3-512,
SHAKE128,
SHAKE256
1.2 | Tiéu chuin théng tin, dit li¢u
1.2.1 | Pinh dang REC 5280 Internet X.509 Pub.hc Key
chimng thr s6 Infrastructure Certificate
va danh sach and Certificate Revocation
chimg thir s6 _
1.2.2 | Cu phap PKCS #7 Cryptographic Message Phién ban 1.5
thong diép Syntax Standard
mat ma
1.2.3 | Ci phap yéu | PCKS #10 Certification Request Phién ban 1.7
cau ching Syntax Standard
thue
1.3 | Tiéu chuén chinh sich va quy ché chirng thyc chir ky sb
1.3.1 | Khung quy RFC 3647 Internet X.509 Public Key
ché ching Infrastructure - Certificate

thuc va chinh
séch chiing
thu

Policy and Certification
Practices Framework

1.4 | Ti€u chuén giao thirc lwu trif va truy xuét chieng thw s
1.4.1 | Lugc db RFC 2587 Internet X.509 Public Key | Ap dung mét
Giao thuc Infrastructure LDAPv2 trong hai tiéu
truy nhp thu Schema chuan

muc




Sb Loai Ky hiéu Tén day da Quy dinh
TT | tiéu chuin | tiéu chuin ciia tiéu chuin ap dung
RFC 4523 Lightweight Directory
Access Protocol (LDAP)
Schema Definitions for
X.509 Certificates
1.4.2 | Giao thirc RFC2251 | Lightweight Directory Ap dung tiéu
truy nhép thu Access Protocol (v3) chuin RFC 2251
e RFC4510  |Lightweight Directory | 1org 00 Ontiéu
Access Protocol (LDAP): IC{Fu(EjHZ 510
Technical Specification RFC 451 1:
Road Map RFC 4512,
RFC 4511 Lightweight Directory RFC 4513
Access Protocol (LDAP): ‘
The Protocol
RFC 4512 Lightweight Directory
Access Protocol (LDAP):
Directory Information
Models
RFC 4513 Lightweight Directory
Access Protocol (LDAP):
Authentication Methods
and Security Mechanisms
1.5 | Tiéu chuin kiém tra trang thsi ching thu sé
1.5.1 | Giao thurc RFC 2585 Internet X.509 Public Key | Ap dung mét hodc
truyén, nhan Infrastructure - ca hai giao thic
chitng thu s Operational Protocols: FTP va HTTP
va danh sach FTP and HTTP
ching thur s6
bi thu hdi
1.5.2 | Giao thirc REC 2560 X.509 Internet Publi'c Key
cho kidm tra Infra.structure - On-line
trang thai Certificate status protocol
chimg thu sb
fruc tuyén
1.6 | Tiéu chuin bio mat cho HSM quan ly khéa bi mit cia té chie cung cip
dich vy chitng thue chir ky sb
1.6.1 | Yéuchuan |FIPSPUB | >Security Requirements for | ve o3 14i thidu
ninh di véi | 140-2 Cryptographic Modules | 3 (1evel 3)

khoi an ninh

phan cimg




S6 Loai Ky hiéu Tén day da Quy dinh
TT | tiéu chufin | tiéu chuin ciia tiéu chuin ap dung
HSM
1.7 | Tiéu chuin hé thng thiét bj quan Iy khéa bi mit, chiing thwr s6 va tao chir
ky s6 ciia khach hang
1.7.1 | Yéu cdu bao | FIPS PUB Security Requirements for |- Ap dung mot
mét cho thé¢ | 140-2 Cryptographic Modules trong hai tiéu
SIM chuan.
TCVN 8709 | Cong nghé thong tin — Céc | - DQ1 VUl ticu
(ISO/IEC | ky thuat an toan — Céc tiéu ‘;E‘Sa;_FIPS PUB
15408) chi danh gia an toan cong AT T
nghé thong tin Ye':u céu to1 thiéu
mirc 2 (level 2)
(Common Criteria for ' Lo e e
Information Technology ) Dcil Vol tieu
Security Evaluation) chuan TCVN
8709 (ISO/IEC
15408):
Yéu ciu tdi thidu
EAL mitc 4 (level
4)
1.7.2 | Yéu céu vé ETSI TR Mobile Commerce (M- Phién ban V1.1.1
chirc néng, 102 203 COMM); Mobile
nghié€p vu Signatures; Business and
Functional Requirements
1.7.3 | Giao di¢n ETSI TS Mobile Commerce (M- Phién ban V1.1.4
dich vu Web | 102 204 COMM); Mobile '
Signature Service; Web
Service Interface
. ETSI TR Mobile Commerce (M- A1
1.7.4 ﬁglmg béo 102 206 COMM): Mobile Phién ban V1.1.3
) Signature Service;
Security Framework
1.7.5 | Thong séky |ETSITS | Mobile Commerce M- | ppiay pan v1.1.3
thudt chuyén | 102 207 COMM); Mobile

ving

Signature Service;
Specifications for
Roaming in Mobile
Signature Services




Sb Logi _ Ky hiéu Tén day di Quy dinh
TT | tiéu chuan | tiéu chuin ciia tiéu chuian ap dung
2 | Chi ky s6 va dich vu chirng thyc chi ky sé theo md hinh ky sé tir xa
(Remote signing)
2.1 | Tiéu chudn mat ma va chit ky sb
2.1.1 | Matmaphi |PKCS #1 RSA Cryptography - Ap dung mét
doi ximg va | Standard trong hai tiéu
chit ky so chuén.
- D6i véi tidu
chuan RSA:
+ Phién bén 2.1
+‘Ap dung lugc
do RSAES-OAEP
dé mahodva
RSASSA-PSS dé
ANSI X9. 62- Public K.ey Cr.yptogra.phy ky. ’
2005 for the Financial Services | + Py dai khoa tbi
Industry: The Elliptic thiéu 12 2048 bit
Curve Digital Signature Béi véi tie
Algorithm (ECDSA - Po1vat teu
gorithm ( ) chuin ECDSA:
do dai khoa toi
. thi€u 13 256 bit
2.12 |Matmi d6i | TCVN Cong nghé thong tin - K§ | Ap dung mot
xing 7816:2007 thuat mat ma - Thuéit toan trong hai tiéu
(FIPS PUB ma hoa dir liéu AES »chuén
197)
NIST 800-67 | Recommendation for the
Triple Data Encryption
Algorithm (TDEA) Block
Cipher
2.13 |Hambaman |FIPSPUB | Secure Hash Standard | /P dung mot
todn 180-4 trong cac ham
bam sau:
FIPS PUB SHA-3 Standard: SHA-224,
202 Permutation-Based Hash | SHA-2 56,
and Extendable-Output SHA-384,
Functions SHA-512,
SHA-512/224,
SHA-512/256,
SHA3-224,
SHA3-256,




S6 Loai Ky hiéu Tén day di Quy dinh
TT | tiéu chuan | tiéu chuan cua tiéu chuan ap dung
SHA3-384,
SHA3-512,
SHAKE128,
SHAKE256
2.2 | Tiéu chuin théong tin, dit liéu
22.1 | Pinh dang RFC 5280 Internet X.509 Pub.hc Key
. £ Infrastructure Certificate
chung thu so . .
X By and Certificate Revocation
va danh sach )
thu hdi ' List (CRL) Profile
chirng thu s6
2.2.2 | Cu phap PKCS #7 Cryptographic Message Phién ban 1.5
théng diép Syntax Standard
mat ma
2.2.3 { Chphap yéu | PCKS #10 Certification Request Phién ban 1.7
| cdu ching Syntax Standard
thuc
2.2.4 | Ca phép PKCS #8 Private-Key Information Phién ban 1.2
théng tin Syntax Standard
khoa riéng
Giao dién PKCS #11 Cryptographic token Phién ban 2.20
2.2 5 | giao tiép véi interface standard
7 | cac thé mat
ma
2.2.6 | Caphap trao | PKCS#12 | Personal Information Phién ban 1.0
d6i thong tin Exchange Syntax Standard
cd nhén
2.3 | Tiéu chuin chinh sich va quy ché chirng thwe chir ky sb
2.3.1 | Khung quy RFC 3647 - | Internet X.509 Public Key
ché chirng Infrastructure - Certificate
thuc va chinh Policy and Certification
sach chiing Practices Framework
thu
2.4 | Tiéu chuin giao thirc luu trit va truy xuét chimg thwr sé
2.4.1 | Lugc dd RFC 2587 | Internet X.509 Public Key | Ap dung mot
Giao thirc Infrastructure LDAPv2 trong hai tiéu
truy nhép thu Schema chuan
e RFC 4523 Lightweight Directory
Access Protocol (LDAP)

Schema Definitions for




S6 Loai _ Ky hi¢u Tén diy dii Quy dinh
TT | tiéu chuan | tiéu chuan ciia ti€u chuan ap dung
X.509 Certificates
2.4.2 | Giao thuc RFC 2251 Lightweight Directory Ap dung tiéu
truy nhap thu Access Protocol (v3) chuén RFC 2251
muce RFC 4510 Lightweight Directory hﬁaf l?(_) bon ticu
Access Protocol (LDAP): chuan.
) . . RFC 4510,
Technical Specification
Road Map RFC 4511,
RFC 4512,
RFC 4511 Lightweight Directory RFEC 4513
Access Protocol (LDAP):
The Protocol
RFC 4512 Lightweight Directory
Access Protocol (LDAP):
Directory Information
Models
RFC 4513 Lightweight Directory
Access Protocol (LDAP):
Authentication Methods
and Security Mechanisms
2.5 | Tiéu chuin kiém tra trang thai ching thw s
2.5.1 | Giao thirc RFC 2585 Internet X.509 Public Key | Ap dung mét hoiic
truyén, nhin Infrastructure - ca hai giao thirc
chimg thu so Operational Protocols: FTP vaHTTP
va danh sach FTP and HTTP
ching thu s6
bi thu hoi
252 Giao tl;u,IC RFC 2560 X.509 Internet PUbl].c Key
cho kiém tra Infre}structure - On-line
trang thai Certificate status protocol
chung thur s6
truc tuyén
2.6 | Tiéu chudn bio mjt cho HSM quin Iy khéa bi mit ciia td chirc cung cip
dich vu chitng thue chir ky s6
2.6.1 | Yeuchuan |FIPSPUB | Security Re‘l,‘memgnlts for | _ Ap dung mot
ninh doi véi | 140-2 Cryptographic Modules trong hai tiéu
kll:(;)l an ninh ]55_1;041%9221' Protection Profiles for TSP chutan.
Ilzl Salildcung : Cryptographic modules - | - D6i véi tiéu
Part 5: Cryptographic chuan FIPS PUB
140-2:

Module for Trust Services

Yéu cau toi thiéu




Quy dinh

Sé Loai Ky hiéu Tén day di
TT | tiéu chuidn | tiéu chuin ciia tiéu chuin ap dung
: murc 3 (level 3)
2.7 | Tiéu chuin h¢ thong thiét bj quan Iy khéa bi mat, chirng thw sé va tao chir
ky so ciia khach hang
2.7.1 | Yéu ciu ETSITS Electronic Signatures and | Ap dung ca b
chinh sach va | 119 431-1 Infrastructures (ESI); - - - | tiéu chudn 2 phén;
an ninh cho Policy and security: | Phién ban V1.1.1
may chu ky requirements for trust o “(“1'27201 3)
SO service providers; Part 17 - |+ -
TSP service components
operating a remote” ' " |
QSCD/SCDev
ETSITS Electronic Signatures and " -
119 431-2 Infrastructures (ESI);
Policy and security
requirements for trust
service providers; Part 2:
TSP service components
supporting AJES digital
signature creation
2.7.2 | Giao thitc tao | ETSI TS Electronic Signatures and | Phién ban V1.1.1
chir ky s 119 432 Infrastructures (ESI); (03/2019)
Protocols for remote
digital stgnature creation
2.7.3 | Ung dung ky | EN 419241- | Trustworthy Systems
trén may chu | 1:2018 Supporting Server Signing
ky sb - Part 1: General system
, security requirements
2.7.4 | Yéucducho |EN419241- | Trustworthy Systems
md dun ky sb | 2:2019 Supporting Server Signing
- Part 2: Protection Profile
for QSCD for Server
Signing
2.7.5 | Yéu céu an EN 419221- | Protection Profiles for TSP
ninh d6i véi | 5:2018 Cryptographic modules -

kh(f)i an ninh
phén ciing
HSM

Part 5: Cryptographic
Module for Trust Services
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